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Purpose
This document clarifies the roles, responsibilities and escalation pathways for the use of artificial intelligence (AI) within Victorian Public Health Services (VPHS). It is intended to support consistent accountability, decision‑making and escalation of AI‑related risks, issues and incidents across the public health system. 
This document should be read in conjunction with: 
Governance Models for AI Solutions in Victorian Public Health Services[footnoteRef:2] [2:  <https://www.health.vic.gov.au/digital-health/artificial-intelligence-in-victorian-public-health-services>] 

Standards for the use of AI in Victorian Public Health Services[footnoteRef:3] [3:  <https://www.health.vic.gov.au/digital-health/artificial-intelligence-in-victorian-public-health-services>] 

Commonwealth Government Responsibilities
The Commonwealth is responsible for:
The regulation of AI that meets the criteria of a medical device 
Overarching legislation (i.e., across industries) on the safe and responsible use of AI
Therapeutic Goods Administration
The Therapeutic Goods Administration (TGA) regulates AI if it meets the criteria of a medical device. Typically, this would be where AI is used for diagnosis, prevention, monitoring, prediction, prognosis, treatment, or alleviation of disease, injury or disability.
The TGA also notes that, in addition to general regulation criteria for clinical devices, software that uses AI or machine learning must provide sufficiently transparent evidence to enable evaluation of safety and performance.
For further information, see: artificial intelligence (AI) and medical device software regulation on the TGA website[footnoteRef:4].  [4:  <https://www.tga.gov.au/products/medical-devices/software-and-artificial-intelligence-ai/manufacturing/artificial-intelligence-ai-and-medical-device-software-regulation>] 

If a scenario arises where a health service and/or health care professional(s) are using AI solutions, that meet the TGA definition of a medical device but is not listed on the ARTG – the TGA should be notified. Following such a notification, the TGA will engage with the relevant vendor to ensure compliance with Commonwealth regulatory policy. 
If a VPHS identifies or suspects that an AI solution meets the TGA criteria for a regulated medical device and that software is not listed on the ARTG, the TGA should be contacted via digital.devices@tga.gov.au to intervene with the vendor.
If a VPHS is the developer or sponsor of an AI solution that may meet the TGA criteria for a regulated medical device, irrespective of any intention to commercialise the product, they should contact the TGA to register the solution via digital.devices@tga.gov.au. 
Victorian Department of Health Responsibilities
The Department of Health and Safer Care Victoria’s overarching responsibilities in relation to clinical governance are summarised in Delivering High-Quality Care: Victorian Clinical Governance Framework (2024). In the context of AI, the department’s role is to set clear system‑wide expectations, enabling safe and appropriate use, and coordinating system‑level responses where necessary to protect patient safety, care quality, and public trust.
The department will work with the sector to give effect to this stewardship role by:
Identifying and supporting appropriate escalation and coordination for AI uses that present unacceptable clinical, ethical, legal, cyber, or reputational risk.
Supporting alignment with relevant Commonwealth and State legislation, regulation, and policy.
Promoting consistent and appropriate AI governance practices across VPHS.
Victorian Public Health Service Responsibilities
Health services are responsible for establishing and implementing organisational policies for digital health and AI, ensuring high‑quality and safe care is the central priority. VPHS must meet their obligations under the National Safety and Quality Health Service (NSQHS) Standards[footnoteRef:5], particularly Standard 1: Clinical Governance, including where AI is used to support clinical, operational, or administrative decision‑making. [5:  < https://www.safetyandquality.gov.au/national-standards/nsqhs-standards>] 

The recommended overarching governance structure to safely and effectively adopt AI solutions is outlined in Governance Models for AI Solutions in Victorian Public Health Services[footnoteRef:6]. In addition, the department expects that health services have appropriate structures to identify, manage and escalate issues related to patient safety, security, privacy and procurement, specifically:  [6:  <https://www.health.vic.gov.au/digital-health/artificial-intelligence-in-victorian-public-health-services>] 

Processes to oversee the safe implementation, use, and ongoing monitoring of AI solutions in clinical and operational environments.
Incident management arrangements, including defined processes for managing and escalating local clinical, privacy and cyber incidents, and the maintenance of risk and issue registers.
Procurement approaches that support the evaluation, selection, contracting, and lifecycle management of AI solutions in line with applicable policies and requirements.
Controls and guidance to support compliance with applicable State and Commonwealth legislation, including the Privacy Act 1988 and Health Records Act 2001 in the use of AI solutions.
Victorian Public Health Service workforce  
Health services should ensure that all clinicians employed at their health service, either as staff or as contractors, work within the policies of their organisation and those provided by the department and the Commonwealth. Clinical staff must maintain their professional obligations when using AI in healthcare. The 2024 Australian Health Practitioner Regulation Agency guideline[footnoteRef:7] summarises these responsibilities:  [7:  <https://www.ahpra.gov.au/Resources/Artificial-Intelligence-in-healthcare.aspx>] 

All staff endorsed to use AI solutions should have access to requisite training and be familiar with local policies and guidance for safe and responsible use.
If individual staff are found to be using AI which is unauthorised or not endorsed by a local policy and/or introduces risk to the quality and safety of patient care, then notification and resolution should follow the process outlined by the relevant health service or accrediting/regulatory professional body.  
Victorian Public Health Service innovation - Scaling and commercialisation 
With the rapid evolution of AI technologies there has never been greater opportunities for health services to develop their own AI solutions. The department supports local innovation and may support system‑level coordination or knowledge‑sharing where there is interest in broader adoption of beneficial AI solutions. 
Health services are strongly encouraged to contact the department when: 
Assistance is sought to understand and navigate applicable regulatory requirements prior to a solution moving from development into routine use. 
Seeking opportunities to scale or commercialise a beneficial solution in other health services. 
The outcomes of a local solution could provide benefits (clinical, system, service) to others in Victoria. 
Incident Response 
Incidents relating to patient safety
The management of an incident where AI has caused or contributed to an adverse patient safety event should follow the Safer Care Victoria guidelines[footnoteRef:8] [8:  <https://www.safercare.vic.gov.au/report-manage-issues/adverse-events/policy>] 

If the incident has led to a sentinel event (defined as a serious, unexpected patient safety incident in healthcare that results in death, permanent harm, or severe temporary harm requiring life-sustaining intervention, and is not related to the natural course of the patient's illness) it must be reported to Safer Care Victoria. Further information can be found on the Safer Care Victoria website[footnoteRef:9].  [9:  <https://www.safercare.vic.gov.au/report-manage-issues/sentinel-events>] 

There is no obligation for health services to report patient safety events that did not result in serious harm or where risk has been identified but has not caused a patient safety event. Health services are responsible for developing governance processes for the review of all such adverse events. However, support can be requested from Safer Care Victoria if a health service needs assistance processing patient safety risk or incidents. 
Incidents relating to privacy and information handling
Incidents involving the unauthorised access, use, disclosure, or handling of personal or health information arising from the use of AI solutions should be managed in accordance with applicable privacy legislation, including the Privacy Act 1988 and the Health Records Act 2001, and local health service policies.
Where an AI‑related incident involves a suspected or actual privacy breach, health services should follow their established privacy incident response processes, including assessment, mitigation, and any required internal or external notifications.
Incidents relating to cyber security
In its role as system manager, the eHealth branch’s Incident Management Team (IMT) must be informed of significant ICT incidents within the hour, when they occur in health services or their third-party providers. 
All cybersecurity incidents, regardless of severity, must be reported to the Incident Management Team as soon as the intrusion is detected or suspected. Reporting of cybersecurity and ICT incidents can be done by calling 1300 598 686 and emailing the Incident Management Team at Digital.Health.Incident.Notification@health.vic.gov.au. 
In addition, serious cyber security incidents should reported to the Australian Cyber Security Centre (ACSC). The department cannot do this on behalf of the health service. 
If a critical cyber security incident has occurred, or is occurring, AND the incident has had, or is having, a significant impact on the availability of your asset, you must notify the Australian Cyber Security Centre (ACSC) within 12 hours after you become aware of the incident. If you make the report verbally, you must make a written record through the ACSC’s website within 84 hours of verbally notifying the ACSC.
If a cyber security incident has occurred, or is occurring, AND the incident has had, is having, or is likely to have, a ‘relevant impact’ on your asset you must notify the ACSC within 72 hours after you become aware of the incident. If you make the report verbally, you must make a written record through the ACSC’s website within 48 hours of verbally notifying the ACSC.
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