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GP LINKS Project: Evaluation

The GP Links Project was a collaboration between the Ambulatory & Community Services unit of The Alfred and Southcity GP Services (a Division of General Practice). The Project envisaged the connection of 6 general practice clinics to The Alfred’s Outpatients Department (OPD) via secure email to trial the use of electronic referral and reporting.

An initial vendor chosen to provide the technical wherewithall ceased trading after some months and a new avenue for the Project was sought.

Frank Pyefinch of Medical Director came on board with the promise of incorporating HeSA’s API (PKI encryption/decryption engine) into the (little-known but pre-existing) interface between Medical Director and the user’s default email client.

Simply getting Medical Director to generate encrypted email via the API and having another installation of Medical Director decrypt incoming encrypted email was itself a task of herculean proportion. With much persistence by the Project team, Frank Pyefinch and unstinting assistance from John Brewer of HeSA and Mark Mynott of HIC, we eventually achieved our objective of completed two-way PKI-secured email transmission between two Medical Director installations.

Frank had done a fantastic job of seamlessly integrating the encryption/decryption process into Medical Director’s email interface. The only visible difference for a user was one additional checkbox on the Send Email dialog.

Along the way, purely by accident, we discovered that there was a need to be able to associate a PKI digital certificate with an email address other than that to which it was originally allocated. Any GP using other email services from other locations would otherwise be required to have separate digital certificates for each email address. Any GP who’s ISP’s business failed and who was therefore obliged to move to another ISP could also be left incommunicado for the three weeks that was then required to obtain digital certificates. Frank Pyefinch was able to implement a capability to deal with associated addresses into Medical Director’s digital certificate management with little fuss.

Back at The Alfred’s OPD, a digital certificate was obtained and installed, via the MailSecure application, onto an OPD PC utilising Outlook Express for email.  This PC was involved in all our testing as it was critical that it see and open MD-encrypted messages.

Eventually, after many months of (intermittent) effort we were able to consistently and accurately transmit and receive encrypted email between a Medical Director installation and Alfred OPD’s PC.

When we began to install the system into volunteer trial practices, it quickly became apparent that there were insufficient potential OPD referees coming through the practices’ doors for GPs, relatively uncomfortable with electronically generating referral letters to begin with, to become familiar with the processes involved and thus provide any useful practical experience.

The obvious solution was to include referrals to other practitioners as a by-product of the project, simply to make the electronic referral process a more common, and therefore more familiar, one. This is really where our major holdups and problems began to appear.

In the first test of a Medical Director-generated encrypted email transmitted to someone outside of the project “family”, the referral could not even be seen, let alone decrypted.  This, we soon discovered, was due to a “security feature” in later versions of Microsoft Outlook which prevented email attachments meeting certain criteria from being seen at all.

At almost the same time as we were discovering the Outlook issue, another Victorian e-referral trial reported anecdotal problems with the stability of MailSecure. We decided that in the light of this information, we could hardly expect other practitioners, consultants, hospitals, etc to necessarily install MailSecure and we felt that a system that wasn't virtually universally useable had limited practical purpose in any case.

There are, apparently, solutions to the Outlook issue but we have not seen them demonstrated. We also understand that a later version of MailSecure is more stable however we thought it would be difficult to explain to a user who has already installed HeSA PKI certificates into their email client that to talk with our system they needed to install this other application, and we didn't know the implications of having the certificates installed twice for the same user.

At the same time we were running out of man hours, so many of these issues have been left dangling. We do feel however, that the notion of universality is of paramount importance if e-referral and e-reporting is to get off the ground.

Back at the general practice end of the process, we had also been looking at tracking the progress of an encrypted email through the entire referral process and this turned up a number of interesting dilemmas.

To begin with, when the email referral is created and sent, it should be signed, digitally in this case, by the GP. This is accomplished by the individual PKI certificate. Individual digital signing of referrals is a requirement of HIC’s standards for electronic referral. 

The message is encrypted with the receiver’s encryption key and signed by the sending GP’s individual signing key. As this stands, the message’s Reply-To address will be the GP’s individual email address and therefore an automatically generated reply will be encrypted with the GP’s encryption key. This means that only that particular GP, or someone in possession of that GP’s dongle, will be able to open the reply. It is not hard to imagine circumstances where this will be inappropriate and a downright nuisance.

The solution which we devised was to change the Reply-To address in the GP’s email client to the practice’s general address attached to their location certificate. In this way, automatically generated replies, including replies generated by clicking the Reply-To button, will be sent to the practice address where all staff have access to the practice location certificate enabling decryption of the message.

This solution does create a problem for GPs who use their individual email addresses for personal email as well as what we might call clinical mail. Do they have to reset the Reply-To address each time they send a personal email? Or is there another solution? Perhaps a ‘clinical’ email address and another for personal email? Our project went no farther than identifying this potential dilemma.

We were also able to demonstrate that including the GP’s name in the subject line of the email reply enabled filtering/email rules to be used to pre-sort incoming email into personal mailboxes established for GPs. Most email clients are able to perform this redirection and we think it is an important ‘automation’ of a process for practices.

Having traced an email into the GP’s personal mailbox, we discovered that the Medical Director–email client interface allowed the GP to see the contents of mail boxes to choose messages to view. There were no facilities to perform any management functions on the emails such as moving to a “Read” or “Archive” mailbox from within Medical Director.

This would therefore necessitate someone—experience suggests practice staff—going in to the email client and moving email from the GP’s personal folder to some other location for short-term storage prior to archiving. The issue here is the process by which the GP would indicate which emails have been actioned.

Summary

In summary, the interface which was developed by Frank Pyefinch is excellent in terms of the integration of the emailing facility with the patient database. It is easy to generate referrals and email them. It is easy to view replies (reports, etc.) and to save them to the letters file in the patients’ electronic records. The matter of email management does however need to be addressed, and ideally the flags that identify unread mail could be seen in the Medical Director interface and reset by the interface as mail was viewed/saved. We feel that in general terms this interface provides an excellent model for all vendors to follow.

The universal application of whatever encryption/decryption process finally gains preponderance is the key to its acceptance. At present GPs and consultants are faced with the spectre of a multiplicity of systems for secure electronic communication, depending on who they decide to deal with. It is not outside the bounds of possibility to think of a practitioner with five or more various schemes in place which are used to securely communicate with various other practitioners. Clearly this is an unsatisfactory situation.

Subsequently we have become aware of a similarly-themed e-referral trial in the western suburbs of Melbourne where the encryption process has been taken out of Medical Director by installing the digital certificates direct to the email client, while still utilising Medical Director’s email client interface. This process apparently overcomes the issue of universal utility of the encrypted messages, however the other issues raised in this evaluation, including association of certificates with alternative email addresses remain to be resolved.
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