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Protection and 
use of your health
care records


The aim of this 
information sheet


The aim of this information sheet is to provide you with basic information about Victorian laws and principles that determine: 

· •
the privacy and confidentiality of health care records 

· •
rights to access health care records 

· •
rules about the use and disposal of health care records. 

As these laws and principles cover many issues, this pamphlet is a summary of the main points only. It relates principally to public hospitals, extended care services and some public community and residential services. However, many of the issues discussed in this pamphlet also apply to other health care services. 

While information about patients may be used to help improve treatment and outcomes, this must be done in an ethical way that strictly conforms to the law. If you, a member of your family or a caregiver have any questions about privacy, confidentiality or access to personal information, please ask a member of your health care team or the patient representative. They will be able to answer questions from you, relatives or friends. This pamphlet contains a summary of the rules concerning use of, access to and disposal of your health care records and the privacy and confidentiality issues relating to this as at 1 December 2003. Updates may become necessary as laws and guidelines are introduced or changed. 

What information 
is collected and why


During your diagnosis and treatment, doctors, nurses and other health care professionals will need to collect information about you, your condition and the outcomes of treatment. This information is important because it will assist in planning your treatment during your stay and after discharge. Forexample, information may be collected about your age, your symptoms, any medications you may be taking, past illnesses which play a role in your current condition, health risks (such as smoking, weight and family history), test results (such as X-ray examinations), your treatment and recovery. 

How information is used 

Information relating to your health care may be shared with other health care professionals within the treating health service, according to standards set by law, so they can plan your treatment with you. It may also be shared with other health care services, outside the health service you are treated at, when you are discharged so that your care and treatment can be continued. The information is then kept and securely stored because doctors and other health care professionals may need to review it if you need more care at a later date. Other health care services that you attend in the future may ask for access to this information to assist with planning your care. 

If you have any concerns about your information being shared with other health care services, you should speak to a member of your health care team or the patient representative. 

Other uses to improve our health care system 

Information relating to your healthcare is also important because doctors, other health care professionals and hospitals often need to determine the effectiveness of a particular investigation or treatment. Or they may study other issues about treatment, such as possible side effects, complications or costs. They may use this information for planning, evaluation, and other quality improvement activities. All of these activities benefit the community because they lead to great advances in health care. 

Health service staff and other researchers may also use this information for research purposes. In most cases, the information will be de-identified (i.e. information which may identify you personally is removed). Public hospitals and other health care services review proposed research projects to ensure that they are ethical and that patient privacy and confidentiality are protected. 

In addition, some de-identified information may be passed from your hospital or other health care service to the Victorian Government Department of Human Services. Rather than being used for personal treatment and care, the information is used to compile results about the health care outcomes of diagnosis, treatment and related issues. This is important for funding, planning and improving health care quality. The Department of Human Services is interested in health care information that assists with the provision of improved services, not details which could be used to identify a specific person. 

The law also requires that certain information about patients who have specific conditions and treatment (for example, some infectious diseases and types of cancer) must be reported to databases or registers maintained by the Department of Human Services or other health care bodies. Public hospitals and other health care services must follow these legal requirements. Patient information recorded on these databases and registers is kept strictly confidential. 

Laws and principles
that protect patient
information


Laws that protect patient information have been written with two key principles in mind: 

1. To protect the confidentiality of patients’ health care information. 

2.To allow the gathering and use of important health care information to ensure that safe and effective treatment can be provided, and where there is a public interest in its collection and use, such as facilitating improvements to our health care system. 

The principal Victorian laws governing health information are the Health Records Act 2001, which establishes eleven binding Health Privacy Principles, the Health Services Act 1988 and the Mental Health Act 1986. 
All health service providers and those who collect identifying health information about you must comply with the Health Privacy Principles. 

In addition, public hospitals, private hospitals, day procedure centres and community health centres have additional legal obligations to protect the confidentiality of patient information. Information that identifies patients cannot be disclosed to third parties except in limited circumstances, such as: 

· when the patient agrees to disclosure of the information 

· if the patient has died, the senior next–of-kin agrees to disclosure 

· for further medical treatment 

· for research, if the research project is permitted by law and is approved by the hospital’s ethics committee, in accordance with guidelines on the ethical conduct of research 

· to a court in criminal proceedings, or 

· in other limited circumstances (listed in section 141 of the Health Services Act 1988 (Vic). 

Special rules also govern the disclosure of information by mental health services. If you are receiving mental health services from a public hospital, your health information is specially protected under section 120A of the Mental Health Act 1986. 

Health care services that receive funds from the Department of Human Services must strictly follow the Health Privacy Principles and other relevant laws to ensure the protection of personal and health information. 

To receive a copy of the Health Privacy Principles and information about the Health Records Act 2001, you may call the Office of the Health Services Commissioner on 03 8601 5222 or 1800 136 066 (free call for rural callers) or access this information from the office’s website: www.health.vic.gov.au/hsc 

For more information about what happens to your health information at the particular hospital at which you are receiving services, contact the hospital’s privacy officer or patient representative. 

Your right to access 
your information


Your health care team is the best source of information about your medical condition and treatment. If you want access to information that may have been collected and compiled in the course of providing your care, ask your health care team or the patient representative. 

The Freedom of Information Act 1982 and the Health Records Act 2001 give you a right to access information about your health care held in the public and the private sectors. On reviewing the records, you can also ask for amendments to be made if the records contain information that is wrong or inaccurate. 

The Freedom of Information Act 1982 (FOI Act) applies to all public hospitals, the Department of Human Services and other public health care services. 

A request for access to information held by such organisations can be handled informally, or formally as a request under the FOI Act. The access provisions of the FOI Act impose formal processes forresponding to access requests. While these apply to the vast majority of applications, it is recognized that in some limited circumstances, such a process is neither necessary nor appropriate. 

The hospital may therefore provide you with access to your health information without requiring a formal FOI request if all of the following apply to that information: 

· it is easy to find and retrieve, and 

· it is small in volume, and 

· it is easily separated from other information which may be exempted by law from release. 

If you seek access to your information through FOI, a special application form may be needed. You may have to pay a fee, especially if photocopying is required; so discuss whether a fee will apply and how much it is likely to be. The patient representative will assist you. If your request for specific information is refused, you can ask for a review of the decision. The patient representative or freedom of information officer will explain the steps you may wish to take. 

The Health Records Act 2001 governs your access to information held by private sector health service providers, such as general practitioners (GPs), private specialists, dentists, 
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physio-therapists etc, as well as by all other private organisations which don’t provide a health service but still collect health information, such as insurance companies, sporting clubs and employers. A fee for access may be charged. Requests for access should be made to the health service provider directly. 

In some cases, you may not want to access your health information yourself, but want it to be made available to another health service provider. Both public and private sector health service providers are obliged by health privacy principle 11 of the Health Records Act 2001 to provide a copy or a written summary of such information to another health service provider at your request. You can also authorize the other provider to make the request on your behalf. 

Disposal of health care records 

The information about you that health care professionals have collected and recorded must be securely stored. It can only be destroyed according to the binding standards set by the Health Privacy Principles or by other laws such as the Public Records Act 1973,which apply to State public sector organisations. The Department of Human Services and the Public Records Office have produced the Public Health Services Patient Information Records General Disposal Schedule that specifies the period of time for which records of patients in public hospitals must be retained. Most patient records must be kept for a minimum of seven years. However, for most hospital admissions, the main patient record must be kept fora minimum of fifteen years and some types of documents must be permanently retained by health care services. You may ask the freedom of information officer for further details, if necessary. 

Further advice 

For further advice, speak with the patient representative or the freedom of information officer. The following information can be obtained from libraries or the internet: 

· Information about the Health Privacy Principles and the Health Records Act 2001, is accessible on the Department’s website: www.dhs.vic.gov.au/privacy 

· Public Health Services Patient Information Records General Disposal Schedule: www.prov.vic.gov.au/publns/gds9904.pdf 

· Information on patients’ rights published by the Department of Human Services, including the Public Hospital Patient Charter at: http://patientcharter.health.vic.gov.au 

Complaints 

If you have a complaint that concerns privacy or confidentiality, you may contact your health care provider, the patient representative, the freedom of information officer or the chief executive of your health care service. If the complaint is not resolved, you can contact the Office of the Health Services Commissioner. The office is an independent government-funded authority, which investigates complaints about health care providers and the handling of health information and assists in resolving disputes. The office of the Health Services Commissioner can be contacted on 03 8601 5222 or for people in rural areas, 1800 136 066 (free call). 

Names of Acts 

Laws that define or affect privacy and confidentiality relevant to public health care agencies include: 

· Aged Care Act 1997 (Cwlth) 
· Cancer Act 1958 (Vic) 
· Freedom of Information Act 1982 (Vic) 
· Health Act 1958 (Vic) 
· Health Records Act 2001 (Vic) 
· Health Services Act 1988 (Vic) 
· Health Services (Conciliation and Review) Act 1987 (Vic) 
· Human Tissue Act 1982 (Vic) 
· Infertility Treatment Act 1995 (Vic) 
· Medical Practice Act 1994 (Vic) 
· Mental Health Act 1986 (Vic) 
· Public Records Act 1973 (Vic) 
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